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VPN, UERAERERERESEHE. RALRE : [ELE VPN 8EMTEE RN
i, SRMEFE?

RAREERIMNERRZ EXEEAEMEA. FRENERAEFREN VPN BELLTF
ERTHEMNERAFRE (Pl @ARRSFAEEERERER) BRSLF,

fREJLARRER « [izsh, ERMNEXEEFA. SEFERE VPN HBEEREERER,
BIEMATARZMRTE, HlanfRRF2EEERE, |

Ak, RATLURHEMERMRE : [BR, R%E VPN RESHERIRE 2 |
BEAFTREEEE © TH% VPN ATEERERERE ! | 7% ISP, Mk LEERAH AL
B 5K VPN [R5, fRAILIEREA, R AIRREMIMREHA ATRIMENETR
ie, RAERKEFIEGIEZAILER VPN EEEREREREE.

AAEMIEELAERE R ¢ TR AR EMIEFELRERN VPN REeFILE RAREEMAE

ERRMBEEHRAMEE. VPN Rigzh, ROUMBEXMREERZ, BISLFFIMED
ABHZENTEERITAETEETME, )
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EPZEE—T VPN g, iAEZERREEM VPN REc2hl, ERREHER
RENMXE,

BIFEES) : VPN— AR EREE 2

fREFEER T A VPN B9EERs, LIRS B AFTEE( VPN BRFHIEIER S 1EFE
FRMEEEE RAMFERSBE—EHRE-

MEASEME, RIMMLUTHER LERMMAEEEZEATEEGRRL
MRS H R EMRREEEEME—NVPN AHEER 7 |

FEF, ARESRMA, RAILUETUTER

o T2
o (HRATTAIFEMEE (BIANFEE WIiFi) FFHIEFA
o HEESL

o [hlk ISP EEEN
o MIEBIREZREN

SEERFRERERE 2R, FRORIRHOERN, ARBSRIEMMVBTRRE
3 HIEER T . %Fﬁ’ﬁ)&%‘ﬂxﬁZfﬁ fReILAGERR, nffMFr R, VPN AEZHA
w, REE-EEGRRLMNESE, TARFMENETRREEDMNER,

SERER, FREEE/NMATREER . VPN BHEERR ? £ ER, BRI ZHFM
S EC

FHMWT 2~3 HiEz &, FMMSZFRHRIEOAS. EXTRSE . TVPN EZX
HAREEMESRM] . TVPN EEZBLEBFERAEZFIRMEN] . 3 TVPN #
EREBEEMIERTIZER) F

LETRREARSME FREZHAWBEEHEM,
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PEEFTEEETLFRBTNEIE, FHELENMALUTHEIR -

[ ] ‘EE ‘%A TNHS VPN

Y (LEEERRELS) REOESY SBEWNMH ISP HBEFRERLMES,
fRET LA MZ B SSD #9 [Tor 2B 2515 (MacOS_~Linux/Windows) | , K&
Tor EXEFREAMINMEMER Tor 2IBRERNE. FIE Tor ABFERFELHE
ERHEBRNFEZEMNE, FTUEEFERZEZEARRFI,
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https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://ssd.eff.org/en/module/what-should-i-know-about-encryption
https://sec.eff.org/articles/web-browsing-security
https://support.torproject.org/#faq

TR - P

BEET — (AR EMREBSHRREPREENTRFZ— HREBARRD

=3F
R, KEFBRETEEAFE MERULHEERLR, EEEEHH,

EH
23

s EtaRoammEE & 0T Lk TAHE] .

S ==
&

fRATREEHA R RO R BRHR i

o EAWMTL FHEEE LBATTEMMMHER. WRAMETEEEHEN
ERTERT EERFFRME, LEBIRTEESEKRF,

. %FEL FAMEThMNZEE (WERLSEEHEEBEESRD) , RERL

THEBMARBGAAGMEMMNER BHELELREETRSMHA !

o EMMLHMLFEHREMA, EMAILIBEFER—LEBIRERIA, FlinfE
tEER R, EABIEEE (mnemonics) BERE— BT K E F R E Bt 1E
=,

o FLATRRATBF EMELIMARNER, EEBRKRIET, FRHMMAEE
R BN I E B EBEEREER,

o FLATEEE Diceware A BFHEFEERMAMELMZRALM, "R
EAMfI2AEREHRELEF, %JTE.’%E’Jﬂtfﬂﬁﬂiﬁﬂthﬁ*ﬂmm1)5?’.5&&1‘%5"]

a0

BFo
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https://ssd.eff.org/en/module/creating-strong-passwords
https://ssd.eff.org/en/module/animated-overview-how-make-super-secure-password-using-dice
https://archive.org/details/using-password-managers-to-stay-safe-online
https://xkcd.com/936/

B
It
Im
11

i
\n
e
g

o HEXGHH SR HBAYEEH

o HEMMKMEERFIFINNBE

o HESHE MR 2 EETE A R MRSE (8 FAAE B IS E A 2R iR
o HREAMMEAMHENENEE IREME] EFRAER
o HEMIEMIBTIER RELRM

o HEMMEAHEERARTFHRELETURMELREHTRE

o EASEREMEIRREE

5 I %N 58k

o MEMHMNNSEERELOCHEBNEE TEMMELSESECORE
I P EREEEEES FeNEEEEEE) |
o BAMAHMTHR Web WEBEME, HREMAEAMIE,

Bl 4 L 651

AT 2B =14

BEEM

SEEREEN—EEERE, HlNER
MRERTIBER FTEER-—SEBRNEE
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https://sec.eff.org/topics/password-managers

RIEAR
25 : MERH

AEREREZA LAARVER T =EME :

1. fREIBFMA AR (B0 - fth/sh/Hih)

2. BREIZHE

3. fRE—RZMUGEIIIREZH EFR 2 MAXEEES ? MRMEE N ZIRE
— A= S, MIAE?

ETAASBRH, LEMMAKRLEERE, AREREE, BEEARKRNEi
featt. Hlan: NERRE, MBERIZHE, ME—RREFWBIE I EMRE 5
T—ERNRFREEYETE RIS ER, FBRZ [iamcooll . |

RE R Kbz ik h 33
o RMBEAMRKRERSFIIFERINM
o MMRETHRHEREN
o fFEEEIERKECIEMETMESREE

S FBKEBE R EER, AMMMERERNDEELMMAEGMET. HRIRERERE
INfTECAE AR EERE, FILURBEMM MR EBH MRS R SRR 5.

AR HEEBER?

A LR PEASR, A UAER LR THERE.
BBER - MRAARRMNR, HERBEE?

BRI LA ED 2~4 HEEfIRfE TR T O£, HMERZZ R AR ERBATAE
i, LAREERABER.
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BET . FFTEETRM X 2ER, RMRHIFNBHEHERETSIME

1. MBEREARBIMBENNTE, FINMEANER. REENDY. SHHIR
B S RS R A A E R 2

2. RECRANERMAZER, MREHMANZEHRTEAIRINEZR?

3. B—HREHEMA, MAREZAEMLMARZMMMATEERERS?

AEAmzR, BENALHBAREFBMEER, BEATUER—EEEE, EO6H
A RFEBAFWART, 2ZF—@ fHE] R 2F7FE] HBEBRERHON
%,

AAM . THAEHETZRM X 7782, FRERMMUBAHFARUTAR NERBFAELERER
ST Google #FMAMAKR, HEEFMMAILTIEREIIRS, AR LEAESK
Ron, MR ERESSE H AR R B 2 S LB A A Re R PP S B ENR TR
52 ArEthMERS KT EEMESE?] )

ERREFERR, #BEULUERREFBRIER,

AEVUERBEEFREME EZMMARFINEEEE.

EBE . RERREERMSEENAR, MMAZzHEZVAGEHLIEGEIRIAREZEEN
B ?

REHR - 2EENES, HERBER?

EE . 3HEFEEE RERNEBAWLE ? FRMUBLEAEET RN X 2EAEDHK
H 5 EERER, |

FrfE R, BEGHMARSHAEER.

BESEB/INTBRELHRL, BATUBHENAR . [HEATAATERBE
LIRS ? BRAIEELHIBEER, SEEART, ALEELEEERM LXK
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235,

BETREEET IFiHE MHE. B TERENEE (0 lqwertyl ) . F5E (0
123456 ) . RITXLFHEREE (W0 NZEKEML ) KEMBTIKESHF,
EEWE LA EES, 10 ladminl #1 TFacebook] .

AEVLURTER . [RERMETRE ?REHRMER ? ERANTHA ? EXREEN
#E ? W FREA 7

#EE . [RAERRRECHBHET —HEDETHR MIRBAAMNETEERSE
RMFZBRHE?] |

AERESRNFMREFEBXR, LHM28, MREIHE?) LHFEER
HRREMNRERTARMHEILENESFRIE.

MEFAFEPEERNERERZSEHE (B0 Yahoo! 7£ 2013 &, Adobe 7£ 2013
£, LinkedIn 7£ 2012 &) , BEARTLUKHIASREDL, LUTHRAMH ERZFERSE
E, URAHELRZEAFRREERERZE,

AR HNRER, BRMREMHE?

EAT A LR TRE B SRR/ B E R EMELE https://haveibeenpwned.com/

A A RS [E MG REREA . [HEBSVRARER TRAMEBNAREEBHESR
&g, B@ELATEzE EMALED EEENTETENERR AMEEN
THRERALUEAN, |

AENARRE . [BRRFARME T AL MALENEREMALR, LAERLUTEHE
LERFEERESER. REMAENEREURBEERFNEREFES.

T ! BRMiLRAHELEHBRENEARNE, SFRRX—FEM., NMRME—ERE
BRREBORES, EBRE—EXEU. |
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https://haveibeenpwned.com/

EE . FHEMRMBEET X DEMNESR . [ENREESEEFEHGE. T2MRE
MEE? ] BREFLZMPRE—LFE, NERRERESE, ELEFEREHERE
B?]

AEEREERER, BXIRHMAE . REIHE 2 RS ERAELEEFESNE
W2 R INfAMERELERLMMENERE 7] TEF2A0E, ML EER
, B NIERAF4|E) . TEXSAEEMAl | TREMREBERZFHE

Al . TEHMAREMRE LESAARBMEIIES] FF.

EERRI LA T MEaRA TR, B EAREERZRAREMAEFRARRT2UMMEE
FHEAE NIRRT S AR,

safm . TERMHEBREBEENEN, ER2—EHTER EERFERT, HEHEFE
AR FERIE . 35S AEA R EERABERMZER, SR EiRAm—L
¥, RERFHERHT, HNKBERR ARAIAWFBEINETREASERSE
E—REAETENME  hMIER, [RBESETRMLPEAREAKREELR
R, thif el LLEE B A MM ARRASRAERER BN, HARTLULEES
MERESERX, FHIEEBRERANET SHFEFEXBFER, LKE
MHERER, BRASERMEZEPEFRET. |

AT . RATREEERCS (BEAREE—EENRRMHE, w6k
;& HavelBeenPwned BIRIRISIER) . BERELERFITHR, (REEEER? |

gl
N
Rt
S
M
ggl:

LEMEEFRERE . [TEEEER 1 THBRMeIRS] . BIEXEH [EER
wEA . TREMDERERE) X [HSURMWEN F8E. BMELRBRR=E
TALEREELUERE=RAEUREESE,

AR LUMER NEENS] MEERRTUTER : RIS ERER AT E? )
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BN E : tERRER?

AN MERIMREENRER, Ficlt, MEKSERT -
o HMFAEEEEZFLKMENERNER, AMAFTUEAHHMRBREENT
PR R HE R 2R HE
o HIEZMBRBELMMUEANRELAEERR A NEZ2RERIRMEBHARE
o HMEMMNER—EBEITRAITRAMNEL
o FUMERMTEF 2 ik L FAEE AR LR Z TS
o EiEHE BIEARZRA

HEE LARFIRESRL, MERZARUEMATRAXEH,

EED . [BRIELERMWBEER BREBREAMLEG ? FRIRHBERA—
fin-j-nﬁ‘ﬂo ]

AERXAE RERAETHE TRy ( TREH] M ME—) FHERRFHELKE

e

Rk, BEELUNRMAXTHELEE
o [EH
o ME—
o K

FIRHNEERLAREZ IR, RRMOAE—M,

EAEF R LLE R XKCD j2E K RBAE—2L, https://xked.com/936

SrRE g . BRI EEFIRERCEE LM, H—MREBE? ] LHREME
BRI EEGMBENRE.

i
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https://xkcd.com/936
https://sec.eff.org/topics/password-managers

wR - R

AEEI—AXEMREBIHRREPREENERZ— HREBARRD

=3F
R, KEFBRETEEEAFE MERULHEERLR, EEEEHH,

EH
23

s EtaRoammEE & 0T Lk TAHE] .

S ==
&

R REEHA R R R SRR i

o ELAHTIER FHEEAL2ATEMMAMNHER. MEAMEFLEERY
ERTERT EERFHREIERS, LEBIRTEESE XTI,

. %FEL FAMEThMNZEE (WERLSEEHEEBEESRD) , RERL

THEBMARBGAAGMEMMNER BHELELREETRESMMA !

o HMMLHLREHEBZHMA, BMAILBEERA—LEHBGEERT, FlinfE
tEER R, EABIEEE (mnemonics) BERE— BT K E F R E Bt 1E
=,

o HUAFRREAATHAEMBELIMARNER, TEEKRET FHiRMMAEE
R BN I E B EBEEREER,

o FHL ATEEE Diceware HALBFHEFEERMAMEEMNZRALM, TEER
EAMfI2AEREHRELEF, %JTE.’%E’Jﬂtﬁ:@ﬁ&ﬁﬂthﬁ’%*ﬂm\{ﬂ1)712255;31‘%5"]

a0

BFo
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https://ssd.eff.org/en/module/creating-strong-passwords
https://ssd.eff.org/en/module/animated-overview-how-make-super-secure-password-using-dice
https://archive.org/details/using-password-managers-to-stay-safe-online
https://xkcd.com/936/

HER

B

B

g

o HEHNBEAHEEARTFHEEELTBERMIMREBEMKME
o EHESEREMFNEEEE (passphrase),

B4 L

e BA - 14

BEEM

EETFHRMERAEINE, UESEERTHMMHER.

(FEFHHERBT, 51900 B 0)

o ERTRERMEEIR

https://en.wikipedia.org/wiki/List_of the most_common_passwords
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https://www.eff.org/dice
https://en.wikipedia.org/wiki/List_of_the_most_common_passwords

fRAT MR BB E A EBACLEE -

o FRAEIBRIERA,

o FRAMTEXETEETRMMLERBERAEENER,
o FmAHEZBEERRAEN.

o FIMEEBREBEENEM,

o EiEmANEIECEEIBIEEE.

A . EEFEEEE (passphrase)
EELTBEENEET AREAATANGESE, SEEDOTRS, S8

iz AETEME A MR, thraBHEAGD,

UTEBERSEREMMMFTES. FREEEAARRA—EAIT, JIBREREA
frIReE TRHMNEBEE. RUESAFEFMMEUS THMMHFEBEAIREEE
Ej]o

SEEM AT LR INGREEIEREREE, BIanERABIGER (fflan, A T ERNJ §2{% lElephant
Rainbow Novel] ) , SBKIBRIBEERILAERE (Hla0 NElephant Rainbow
Novel] , BBERRERM L1TE, ARAEFUNEEEE, )

It EPRFET

SEAERFTESEZEFHME—FE, SRHEER. EEEHHMARSEEN
W ESTIRENBI BT BE 2 —

1. B E{RAJERER

2. FEHPIEEN—§R
3. HFHEMERE LIELRE
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FRERRES, R T&REEFHRIER
MRBZEFAZ—EERBESNFRMNER, FREIDER 1
ERESR1~5 MR, BABIAEESR

SERL ! RIGEI T — BRI HIERREE

N o o &

Mo : 5/ Diceware £REBTEE (FERHERD)

EARERENS —EA L2 FER B4 Diceware IR, HEXRED, RERA
—HAERF (5@ M—EEEMERAINRKEREEIEE. &M= EFF Diceware
MEEHEES, ZMEERIRTHCM EFF SR SEMEMBE CMEFSIR, HNER
HBAAENRAFPME, EAETRERAR,

i@, Diceware HAJRESIHE|— L2 85, MRRFERATLERFNERIIR, B
FEEBEAMEEZFHRIBCH, TS ERERMFFE,

A #E{#E A Diceware fN{E %SRRI, FBZE eff.org/dice,
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https://www.eff.org/dice
https://www.eff.org/dice

RS ERERES (Two Factor Authentication
) - IBE

ML EREREE (high [2FAl ) RRERGRERBENFRz—, BEEET2FAH
HETREAHUMTF . TRNELRFERE 2FA HEERATREEESTRMNERR

REME, MEAREEARAATRAIIESER LRGN 2FA, BHARZHNHER
15, AREEERERE 2FA TEK, BOBEMER, EFEMMAKXEER,

HER PO AR

*  AN{IEARRRL BREREE

fRET RE S8 2 I R RE SRR i

MTHREERAWEKEE BERENERNELUES BFEHSBRHIHEET
BRI R RE.

s HAEHBEAMTE, BREBRMURGHENRBARR [R21 2FA, BRIFA
. BREFRE. BEHREEMNTEHEMNE,

° HERBEHNRLSREELERATRMNATE, BHHRKIEEMNREEFHE
g, ERNEE ZEEFXHHERE (Multi-Factor Authentication) | . Tk
EREREE (Two-step Authentication) | . T&A#t# (Login Approvals) | .

° MLIRFBFAEEERM 2FA MBREBREFRE BEEENNEEF .

*  2FAFREEA—LEIFERAMMBERE, FINEFHFEMEEE, (REEE

29


https://ssd.eff.org/en/module/how-enable-two-factor-authentication
https://twofactorauth.org/
https://www.eff.org/deeplinks/2017/09/guide-common-types-two-factor-authentication-web
https://www.eff.org/deeplinks/2016/12/12-days-2fa-how-enable-two-factor-authentication-your-online-accounts

Z AR
* ALE2QFAMEBEAHARBLIRBMEIWEBENERS. HlN, ERBEZERY
FHE, MEFBENEEBFHEAEER,
* 2FAMERERXFESKAFUEMRERNA, FHitzF—Ex E%#) & ME
1 HERE
RigE BEESERUESSFAMMIE THREARDLEMMMAEEZENEE,
140
c EREERNMEIE TMSER] HEFER, MAREBREREREMR
=,
* W 2FATEIRA TEESNHI/NDER] EilidEEE (BEXTFME 2FA R
FEMRREZR) , AR HVE, BLHERFRARERR E2FED,
* SIERETHEMMAE LB SR ERFHRR 2FA HBEER, Hlm
https://twofactorauth.org.
IR LEREIRR A 2FA RIRERMHIIERZ (failure modes) . AILIEEZEIREIR LD T L
s MIEMAFRNaIThEE.,

A TR I R RE SR AR

fIRE : Monfls (RELRHB] RAmSREE 2 |

R% . THM—IEFEFE https://twofactorauth.org/ ] (IKEBIZEIRIEERE, KL iEEE
B s 7 Bt B f2)

ME : TMRBERTES. FEFTRIGARSRREORETENR? |

fRE . MBMRABFERZAKA, HMMATLUERASNREEAERX. 5 #2H
SHERFI LURRF TSI Y TRRERRENS) . BIRRA FHREEARILEAR, R
RELEABmmMAz., SARBEE—RER, JWRIVT. JINHIFEEMKE
, EHEMRFEREMNHS, URFENES, BAMMATRAKE RN AKRSE
FRYREIIRAR .
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https://twofactorauth.org/
https://twofactorauth.org/

i : RFERERBEEEMRE | EWNLRR EFR—ERMNE BER—
BEEERINEE)

RE . MRBRETLEE [EEERER]  R—RERMRTEHER—K, TRIE
BAREZHEE,

(it . CSCS HBMIIERTEBEEM SEABMERABERAMFEELR
Bz, )

ME: TRRR EXREREH4] PRERB TR RBEETHR. |

fRE . EFREEBERMEAR (Bl SS7 Rif HIFRPEBGA) . TR RE
EYHEEEFENERLSGFMMAZHENAN, HE, RERERENZEEH THE
it 4% A R R AR A B A R

INRIRIEARFE AR, MEMTEREEE App SEEEE Token &, MELEMRULIE
i !

MRMEEERGT, BEAFTEENES. EERBERGEEMAIBT 2FA, i
FDAREMAER, LUREXEFRFEEDHEIMTHRRERE., NEREOHK
ByEkE, AEEAGT 2FA ATREMAE SR, (EEREEHHRBHEARR/D, BE
i 2FA R ERERT LR 2,

FAaLlE - RATEMNERFER, EREHAMN 2FA BATHIS . BEBIEMLERE, T
MEEEMNEBIIRSS, UREETREREREBELIRAEZE.

M : TAHERBEFERAEREREER MELAFHREEFNSK?

fRE . REERWPETRTAS ICHEKEN + EEF LM & TRSER £#E mA:E
EEEAZBABNER,
PORE : TAHPEREEHEE Google Authenticator SE#EMERAREXRE ? RFF L
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https://www.eff.org/deeplinks/2017/09/guide-common-types-two-factor-authentication-web

METIFE 2FA EBEBTE, I

ﬂ% fIFE, EiRL Google AJLLFIF Authenticator BRS{REVEREEHE, {BHFAFRAT
EEfY, SELE/ATIERET Authenticator ZRINGEM PRV R £, FTUERMMED
FELLEBFR, BhIHRBEMMARBHNELE, BR ST  RRESRHEEGHLE
T4, tMEFEMRAZE. R LhFEE—ERAKEIEE (Open Source) HIE

RAEE, EHEZREMTEFA Google Authenticator, tha] LIE B35S LEAMKIR A

WERIFEREX | LA FreeOTP F5,

?ﬁﬁ

N
A

FRE : MEXEMERRE App BEEEAMN ?5&E, TOTP (Time-based One-time
Password, ERFHEMNEIBEERHT) BEEEMEN?]

fRE : ER—ERERMEE ZEEMNRZERMEMMEME, TUEERMS
Zi5EETERER - Google &5 EzzE 2R B INALE/ER 2

SEAR

S8

 THMHEEMTEREEE UREIME#RRREIRERENZERARAR.

*  THEMDEREREMNSERIT,

*  HESTHEH 2FA BREE App LI FSFAEIERE IS 2 MRER, It B RERmigs
RBIRERES,

Bl 4 L 451

=EHEN

32


https://security.stackexchange.com/questions/35157/how-does-google-authenticator-work

MO ZFrREE—EETEINNIF AR, ATURA—EREXNEEREZRRTH#
ML ERERRE

BRI AR LRFVRTRBESEREAURFIEZLENRE, RLMERBHEE
HIZNERAED (—2MEAGHMAREER) .

RAMSREENEFAIREFE—H— (H—HI) HHE,

PRIER
HESE : HER TRPRI 2

FERBERE TMPREE) MRTE, hIER, RTERZN ALUAERSEEA
K% #1755 —E1R B B8RS

BE, MMAEERIFEMAGEAKIIMEERER, SERIFERA—EZESE App k&
HRIRMED . EREREAETENERE, EAFLEFAEMMER, K2R
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https://sec.eff.org/materials/two-factor-authentication-handout-for-learners
https://ssd.eff.org/en/module/how-enable-two-factor-authentication
https://twofactorauth.org/
https://www.eff.org/deeplinks/2017/09/guide-common-types-two-factor-authentication-web
https://www.eff.org/deeplinks/2016/12/12-days-2fa-how-enable-two-factor-authentication-your-online-accounts

BERERRBFH, BEFHLELRKETHN App.
SR UM ZERE, WBENREEREFHRNELTEAMRMKRE,

TR MR MBEAUREEATFRETH 2FA, BEFTEHRBERMROESE
W, REOZ—EEKEANERERE, HNELEARSR, SARFIEEMNE
2, #RTLEHFERNA, e LRABH 2FA TREFEE.

BeRER - MEARRE)

METHEER . TEBFRAATRENSEEARS. RE. T8, BOEMRHR
, B EROREMREERFSERE ? |

ASZERHE—LEARE TRE) AR, MRER—ER/N/NMNEER, AATLE
BEZEMIEE [RE)

EEHERRREETLLER EAREEES)  BRFEARME, (REEZE
E—EEH, RMASTBLUEATTURREEA, | TRMNBFHEEIBRELH
i, ARREFEEIRETFIZEB/AME. |

HMraF, B XXX, ERREERZREENLTENEN, MELELFIENELFT
g2 ]

REEZRIREGIIN . THERBIRMEZF] X2 REEMBEEENRIR? ] SEM
O, KRGEEMATREMPIEES L, FTLUBRBRE, AR B, S2HEM
ER+ LtEREENELT) B2 NERKMER LEAZMMERI . 3 RFEE
ER—EZRFEHEMOA, HFBNEER—EEEHBMNESE, FTLUERHKMIBH
£ . E2EMRERE Instagram LSRR 5%,

SEFSRARE-BEERNAXKEAEZHECHSS, BREHESSHHNANX

B, EMBAFREE. AEFRRNEBELZFHE RKELERMFRMETL
SEMEHE AR MMZEREIE AN
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ek MEARMRE] FBR, FRBEHEARRMEERF

MEEMSEREZERARNEAL, REHEABEERERELU—EAXERS
7 Zis, BHMAEREMATREHREMAZR SME—EAKANREEIED
B, ]

MREAEPHEMBI L EEIEEMHE RIEAZ—EARFNGF - (REF
BRA R URBMAZRT EEAFINAE TR R AFTKERSRAUEBRRZER
REEMERIIRR <, BRMAFKITRE—REARZEBREREE, |

TFtt, MPRAZEKRE [BEBZNHEMEAE] | MAORBZMETRENE—
B IDER] , ARIFFEFRES—ME, |

AMBE . TEMREARLRRR, MIGRMIRHEEFELERE 7 LRFATY
AREWZNHIER,

==
IS
‘8
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M EEEREE (Two Factor Authentication
) - fEfE

ML ERERSE (thigA [2FA] ) RRERBRZEZBENFERZ2—, B2ET2FA K
HETMEERHNTF., TRINELIREERE 2FA HBEEEfESE S ARMNEEIR

REME, MEAREEARAATRAIIESER LRGN 2FA, BHARZHNHER
15, ARRBEEIRERE 2FA TEK, BOBEMER, EFEMMAKXEER,

HEMR PO AR

*  AN{IEARRRL EREREE

{RET RE €8 2 I R RE SRR i

MTREERAMEKEE BERENEBRNELES BFEHSBRHIHEET
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B0{a[ £ Android _E{# R Signal (F3Q)
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https://sec.eff.org/topics/threat-modeling

fRE . E8%E 2016 F WARBEEEER -
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https://whispersystems.org/bigbrother/eastern-virginia-grand-jury/
https://www.vice.com/en_us/article/9kaxge/how-to-use-signal-without-giving-out-your-phone-number-a-gendered-security-issue
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https://sec.eff.org/topics/threat-modeling
https://ssd.eff.org/en/module/how-use-signal-android
https://ssd.eff.org/en/module/how-use-signal-ios
https://ssd.eff.org/en/module/how-use-whatsapp-android
https://ssd.eff.org/en/module/how-use-whatsapp-ios
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fRAT e BE X AY R RE SRR 35
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https://sec.eff.org/articles/different-encryption
https://sec.eff.org/articles/web-browsing-security
https://www.eff.org/deeplinks/2016/09/five-eff-tools-help-you-protect-yourself-online
https://www.eff.org/privacybadger
https://www.eff.org/https-everywhere
https://panopticlick.eff.org/
https://www.eff.org/encrypt-the-web
https://github.com/moxie0/sslstrip
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FEEBEMEZEFNEEARRMLRME, RihfroE AR,
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HAPLHBESHEIRMOKEE (FIINFEIL. RHRERBR) RERERERMRKRE,
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Eﬂo
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Badger #EHBIESREH. REETHMESEAMEETA,
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MEMMZEELEMEESETIENEE, BARESLLA HTTPS Everywhere 8E7Ei8F
HTTPS :E#EHIEFHERIE HTTPS :&fR, RAlLIEBBEERE —ERMNEEREER
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https://www.eff.org/issues/do-not-track
https://www.eff.org/deeplinks/2017/02/were-halfway-encrypting-entire-web
https://www.eff.org/deeplinks/2017/02/were-halfway-encrypting-entire-web
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o HEHFEFE HTTPS E HTTP BRIAFRE
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e % HTTPS Everywhere

o THAEMIEFIZM HTTPS B, HTTPS Everywhere (&% HTTPS &g
e I Privacy Badger
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https://www.eff.org/https-everywhere/faq
https://www.eff.org/privacybadger#faq
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Chorme %)
e ZETHMHERMRIESR (MBREKHRMAIESEIERMK)
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Fh, WEHEBFWERSE EFF B_TTEHECE | MEERERSE B, (REERF A LLE
BITRREREZ M E TRASBEENRHERLE, BREFEZEITRE,
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ZHMEMLERERIZBIEMNTRE HTTP irA, HWEEEXMLER EXE
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BEIRMAMNE LR HTTPS RERAFRELME, TR HTTPS RERHMRIETTREE
BEAREIRK,

Ak, HTTPS Everywhere BB HE T RTEBHMIXZIE HTTPS MiALE5I%, EEF
F# Brave ZIEE 255 Automatic HTTPS Rewrites Z#rEerr{$EH, HTTPS
Everywhere tiEFTE Tor 2|53, FAREHRESRL LHENR L,

REHER HTTPS?
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https://www.eff.org/issues/do-not-track
https://www.torproject.org/
https://en.wikipedia.org/wiki/HTTPS
https://brave.com/zh/
https://www.cloudflare.com/website-optimization/automatic-https-rewrite/
https://www.torproject.org/

= AT A(content injection), Cookie Bi/HREFHEN. NRBEHRRESHHME
b, B2 HTTPS ZHEZIFER TERFRERBIEILTEMN,
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MMEEFERZEMER, ERLBYXMAERRALRE BE—TEFIE,
MEFEASREEEEAKREE. BEREAEEELMERLE, tEF HTTP EEHBRF
R EZEEARE. HTTPS BITEIBRMEAEFEMETEAM, /1 ZEBNAMER
BEVEHWRE, Hln, MRRER HTTPS E#RE) www.eff.org/ssd, FEIEE REEHERR
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, TEEEBEEMETER, MUalFeMEmphEhEs,
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http://www.eff.org/ssd
https://www.eff.org/pPrivacy
https://www.eff.org/privacybadger
https://www.eff.org/https-everywhere
https://www.eff.org/hHttps
https://www.eff.org/https-everywhere
https://panopticlick.eff.org/
https://www.eff.org/deeplinks/2009/09/new-cookie-technologies-harder-see-and-remove-wide
https://www.eff.org/deeplinks/2009/09/online-trackers-and-social-networks
https://www.eff.org/deeplinks/2010/01/tracking-by-user-agent

B TREBHEE3R (Do Not Track policy) | , EFF A EBIEEEMNESITA !
o THREFF M [TBHMEE]

e Twitter B~

e Twitter

e Privacy Badger iZ Twitter 2> T BhEE

B EFF Z#2#9 Encrypt the Web] 513 :
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https://www.eff.org/pages/understanding-effs-do-not-track-policy-universal-opt-out-tracking
https://www.eff.org/deeplinks/2017/05/new-twitter-policy-abandons-longstanding-privacy-pledge
https://www.eff.org/deeplinks/2017/08/twitter-and-others-double-down-advertising-and-tracking
https://www.eff.org/deeplinks/2017/08/privacy-badger-makes-twitter-little-less-creepy
https://www.eff.org/encrypt-the-web
https://www.youtube.com/embed/I3a0bItZ3sI?showinfo=0
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fRAT RE BE X iY RS R SRR 35
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i

HE®

\
/

1B
Tmo
iy
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https://ssd.eff.org/en/module/assessing-your-risks
https://sec.eff.org/articles/different-threat-models
https://sec.eff.org/search?utf8=%E2%9C%93&q=different+threat+models+in+the+same+room
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https://sec.eff.org/materials/threat-modeling-activity-handout-for-learners
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o fitn, BMRAEZRE FZICHEFEWE] SEBBEEF, MEEREDMIIK
. MIEMEY,
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https://sec.eff.org/articles/different-threat-models
https://sec.eff.org/search?utf8=%E2%9C%93&q=different+threat+models+in+the+same+room
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https://sec.eff.org/topics/passwords
https://sec.eff.org/topics/password-managers
https://sec.eff.org/topics/phishing-and-malware
https://sec.eff.org/topics/phishing-and-malware
https://sec.eff.org/topics/locking-down-social-media
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https://ssd.eff.org/en/module/how-use-keepassxc
https://ocftw.github.io/ssd.eff.org/zh_TW/module/how-use-keepassx.html
https://ocftw.github.io/ssd.eff.org/zh_TW/module/creating-strong-passwords.html
https://www.eff.org/dice
https://ocftw.github.io/ssd.eff.org/zh_TW/module/animated-overview-using-password-managers-stay-safe-online.html
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